A\\ HYPERTEST Solution Brief

The kind of
application errors
that will happen
because of API
failures



WHAT KIND OF API ERRORS
CAN HYPERTEST CATCH ?

List of high
severity errors

HyperTest will
never miss

DATA TYPE
CHANGE

Contract schema
remains similar, but
data type changes
i.e.integer to string
etc

SLOWENESS
IN APIs

Change in Latency
or Bandwidth wrt
stable app

CONTENT TYPE
CHANGES

Content type
header has
changed in the
new version

ARRAY ORDER
CHANGE

Order of data
received is
different

SENSITIVE DATA
EXPOSURE

Leakage of critical
user details in APIs
that shouldn't

KEY
REMOVED

Contract failure
with removal of
Key in the

response object

VALUE
MODIFIED

Contract schema
remains similar,
but data changes

STATUS CODE
CHANGE

Fatal crashes with
status code failures
400s, 500s etc
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ERROR TYPE: CONTENT TYPE CHANGE

SEVERITY | Very High
WHATDOES | content type header has changed in the new
THIS ERROR .
MEAN? version
EX AMPLE The ol?l app is returning a JSON and new app is
returning HTML
This is rarely desired, content types arent
WHY DOES supposed to be updated every now and th.en.
THIS This error mostly happens when a service
gi‘::::;: further downstream is down/buggy and
' response is short circuited by a proxy or another
service.
possipLe | Upstream/Client App would crash. It wont be
NEGATIVE | able to understand the new response and throw
IMPACTS :
an exception
1.Check if the Client/upstream has been
updated to handle new content type
2.Have a strategy for forcing an update of old
SUGGESTED clients/upstreams before deploying new
ACTIONS FOR |
WARRANTED release
CHANGE 3.1f force update is not an option, implement

API versioning for gradual update of clients
and deprecate once every client is updated
or no longer supported




ERROR TYPE: VALUE / DATA TYPE MODIFIED

SEVERITY | Very High
WHATDOES | ntract schema remains similar, but data or data
THIS ERROR
MEAN? type changes
The old version calculates discount 10% discount
on an item as $15, new version calculates the
EXAMPLE ,
disocunt as $17.673535836 for the exact same
case
1. Current timestamp dependent data
WHY DOES (autoignored by HyperTest in omst cases, can
THIS .
USUALLY be ignored safely)
HAPPEN? 2.Bug in new implementation
3.Data type changes in schema
1. Incorrect data would be reported to
POSSIBLE upstream/client app due to flawed business
NEGATIVE logic
IMPACTS 2.Upstream/client app can also crash if
modified data is out of bounds
1. Verify new business logic
SUGGESTED 2.Check if upstream/client app is handling new
ACTIONS FOR data types properly. Eg: If float point
WARRANTED numbers are sent to a client which earlier
CHANGE

catered to integers, client would crash or
drop some data leading to data issues




ERROR TYPE: STATUS CODE CHANGE

SEVERITY | Very High
WHATDOES | Eqtql crash in the app reflected by a status code
THIS ERROR
MEAN? change
EX AMPLE Old apP is returning 200, and new app its
returning 4xx or Sxx
1. Infra problems: Service/dowstream is down
2. Authentication logic is broken (for 401 errors)
WHY DOES 3.Rate limits is exceeded by HyperTest (for
THIS 429)
USUALLY 4.Theres a bug in the service
HAPPEN? : R
5.Non idempotent action is being performed
without making necessary configurations in
HyperTest first
Upsteam/Client App would crash. If exceptions
POSSIBLE are handled, upstream/client app may throw a
NEGATIVE , ,
IMPACTS | 9eneric exception to the user. They wont be able
to perform the action that they meant to do
1. If this happens even without a code change,
it must be a non idempotent request. Handle
SUGGESTED this the "non-idempotency" by using
ACTIONS FOR HyperTest middlewares
WARRANTED 2.If ratelimit is causing problem, add HyperTest
CHANGE

IP to the whitelist for ratelimits
3.If infra related issue, debug and get that
fixed




ERROR TYPE: KEY REMOVED

SEVERITY
WHATDOES | £ 4l contract failure in the app due to removal of a key
THIS ERROR .
MEAN? in the response
EXAMPLE Rating Key removed
1. Change in logic to reduce the information that is
shown to the user
WHY DOES 2.Remove unused keys on upstream/client app to
THIS conserve bandwith and reduce response time/parse
USUALLY time on client
HAPPEN? 3.Bug in service
4.Unhandled dowstream contract changes in
upstream
1. Upstream/client app would crash if required keys
are removed from the response
2.Upstream might fall back to default logic in absense
POSSIBLE of required keys which might result in wrong data
NEGATIVE problems. For example: If "discountPercentage" is
IMPACTS removed from discount service response, cart
service might crash or start giving a default
discount of 0% which would not let the user avail the
correct discount amount
1. Verify why was the key removed
SUGGESTED 2.Check if upstream/client app has been updated for
ACTIONS FOR removal of this key.
WARRANTED 3.Check if there is no defaults for handling this key
CHANGE

that might result in a change in business logic
resulting in bugs
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ERROR TYPE: KEY ADDED

SEVERITY
WHATDOES | Eqtal or non-fatal contract failure in the app
THIS ERROR -
MEAN? due to addition of a new Key
Old version does not reveal phone no of the
EXAMPLE . . .
user in the new version phone no is revealed
1. New feature in upstream/client app
WHY DOES 2.Extra data coming from downstream is
THIS : .
USUALLY passed on without restriction to
HAPPEN? upstream
3.Fetching all data in a single query
1. Unnecessary extra data might reveal
POSSIBLE sensitive user information
NEGATIVE . .
IMPACTS 2.Extra data increases costs, bandwidth
and response times
1. Follow principal of least priviliges, only
SUGGESTED reveal the minium data that is required
ACTIONS FOR b N Jclient
WARRANTED y your upstream/client app
CHANGE 2.Report this as issue for non necessary

keys
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ERROR TYPE: ARRAY ORDER CHANGE

SEVERITY
WHAT DOES
THISERROR | Order of data received is different
MEAN?
Users listed by ratings are shown in the
EXAMPLE . .
wrong order in the new version
WHY DOES 1. No order enforced on downstreams
THIS h : i q logi
USUALLY 2.Change in sorting logic
HAPPEN? 3.Bug in queries that fetch data
1. Users would be reported incorrect data
or in the wrong priority This might be a
POSSIBLE huge problem for stricty ordered dataq,
NEGATIVE timeseries datq, etc
IMPACTS :
2.0rderless data can lead to cache misses
and lead to more costs, bandwidth and
response times
SUGGESTED 1. If the reported data should be sorted in
ACTIONS FOR Ul g his is g h b
WARRANTED a particular oraer, this is a huge bug
CHANGE 2.1gnore otherwise
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ERROR TYPE: HEADER ADDED

SEVERITY
WHATDOES | Eqtal or non-fatal contract failure in the app
THIS ERROR -

MEAN? due to addition of a new header

EXAMPLE | Access Control methods header added

WHY DOES 1. Misconfigured proxy settings
usTJl :j’_LY 2.Misconfigured security settings in
HAPPEN? application

1. Extra information regarding app/server
POSSIBLE might be revealed to a patential attacker
NEGATIVE ) .
IMPACTS 2.Extra bandwidth costs for both client

and server

SUGGESTED | Verify why the reported headers are added.

ACTIONS FOR , ,
warrantep | 1T they don't fulfil a purpose, get them

CHANGE removed
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ERROR TYPE: HEADER MODIFIED

SEVERITY
WHAT DOES
THIS ERROR | Header value is modified in the new version
MEAN?
EXAMPLE | Access Control methods header modified
WHY DOES 1. Misconfigured proxy settings
THIS : : : : :
USUALLY 2.Misconfigured security settings in
HAPPEN? application
POSSIBLE | Browser security might be compromised
NEGATIVE . .
iMPAcTs | depending on the headers modified
SUGGESTED .
acTions For | Verify why the reported headers are
WARRANTED | o dified
CHANGE
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ERROR TYPE: HEADER REMOVED

SEVERITY

WHAT DOES

THIS ERROR | A header is removed in the new version
MEAN?

EXAMPLE | Access Control header removed

WHY DOES 1. Misconfigured proxy settings
USTJ' :j’_LY 2.Misconfigured security settings in
HAPPEN? application

POSSIBLE | Browser security might be compromised
NEGATIVE

iMPacTs | depending on the headers removed

SUGGESTED ,
acTions For | Verify why are the reported headers

WARRANTED removed
CHANGE
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About Us

A testing tool for Developers, by /

Developers.

APl Automation testing plays a
crucial role in ensuring product
quality and smooth Cl/CD
operations, impacting the release

cycles to be shorter.

HyperTest is the future of API \
\

testing, committed to cutting down

software release cycles, and

expediting your time to market.

Spanning across diverse domains including fintech, ecommerce, and
SaaS, our clientele boasts an impressive array. Noteworthy players

such as Nykaa, UrbanClap, Cashify, Kenko, Yellow.ai and more have

bug-free custgm(perlence for them.

7V

One more Interesting read 0 0

Check Release 10x Faster Guide here o
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entrusted us with tujecharglng their testing protocols, ensuring a



https://www.hypertest.co/get-a-demo
https://www.canva.com/design/DAFUiaJhwyg/edit
https://www.hypertest.co/scaling-with-microservices

